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	Cleveland State Community College

	

	Rubric & Course Number:
	CIS 2293
	Credit Hours:
	3

	Course Title: 
	Planning Networks

	

	I.
	Instructor:

	
	(Instructor’s name, office number, telephone number and email.)
(Schedule of office hours should be communicated to students ASAP.)



	II.
	Text:

	
	TBA


	III.
	Course Overview:

	
	Topics covered include: Configuring Addressing and Services, Names Resolution; Network Access, File and Print Services Monitoring and Managing a Network Infrastructure. Prepares the student to take the Microsoft certification exam and covers “Network Infrastructure” exam.


	IV.
	Learning Outcomes:

	
	At the completion of this course, the successful learner will be able to: 

1. Configuring IPv4 addressing and subnetting. This includes topics of converting IPv4 addresses from binary to decimal, converting subnet masks to slant notation, identifying Ipv4 classes and ranges of IP addresses, and determining local and non-local hosts. Students will learn how to customize the number of subnets and hosts allowed on each subnet. 

2. Students will learn why it will become necessary to migrate to IPv6. They will learn the basic format of IPv6 addresses, identifying IPv6 address types, and configuring IPv6 addresses using the GUI and command line. Interoperability strategies for implementing IPv4 and IPv6 are explored. 

3. Students will understand DHCP configuration, customization options, and advanced settings. Students will learn proper server placement to assure client communication with the DHCP server, the rationale for creating superscopes and split scopes, and DHCPv6 options. 

4. Students will learn the details of how DNS translates host names to IP addresses and the process of DNS name resolution for both the client and server. Topics will also include; creating zone and zone transfers, creating or converting an Active Directory-integrated zone, creating and editing resource records, configuring client registration, automatically updating DNS using Dynamic DNS, resolving queries using stub zones and forwarding, using root hints and a root zone, managing zones through zone delegation, creating WINS-integrated zones and GlobalNames zones support, and implementing strategies and goals when designing a DNS solution. 

5. Students will know the basics of routing and how to manage routing table entries. Students will become familiar with installing RRAS components, and configuring RIP, demand-dial routing, and NAT solutions. 

6. Students will know the details of configuring remote access and network authentication. Topics include; configuring a Remote Access server to use Dial-up and VPN connections, configuring client connections, configuring a VPN using SSTP, and using CMAK to manage remote access. 

7. Students will learn several strategies for controlling network access and enhancing network security. These will include: controlling network location profiles, configuring wireless connection, configuring a RADIUS client, server and proxy, configuring a DHCP server as an enforcement point, enforcing network authentication using Kerberos and NTLM, configuring a firewall, and configuring IPsec to protect IP packets during transmission. 

8. Students will understand managing network files and printing. Topics include: managing network file sharing and shared folders, controlling access using NTFS and share permissions, encrypting files and folders, protecting integrity of data through shadow copy, and backup and restore, restricting disk space using disk quotas and FSRM, and managing print services. 

9. Students will learn how to configure a WSUS server and client to manage the updating of software. They will also learn how to use MBSA to scan for security compliance. 

10. Students will be familiar with the tools that are used to collect and monitor network data for performance and reliability. The Reliability and Performance Monitor provides network performance statistics. Event Viewer is used to monitor event logs. Network Monitor is used to gather information about network traffic. SNMP is used to manage network-attached devices.


	V.
	Assessments:

	
	To be determined by individual instructors and can include tests, quizzes, homework, projects, etc.


	VI.
	Evaluation and Grading Procedures

	
	To be determined by individual instructors.


	VII.
	Attendance Policy (including make-up provisions):

	
	To be determined by individual instructors.


	VIII.
	Disability Statement:

	
	If, because of a documented disability, you require assistance or reasonable accommodations to complete assigned course work (such as modifications in testing, special equipment, etc.), you must register with Disability Support Services and notify your instructor within the first two weeks of the semester.  Disability Support is located in the ACCESS Center (U118, 
423-478-6217 or 423-472-7141).


	IX.
	Withdrawal Information:

	
	The last day to withdraw is published in the college catalog.  Students should review their syllabus for the last day to withdraw for courses that do not meet the full semester.


	X.
	Academic Integrity:

	
	Cleveland State students are required, as a condition of good standing and continued enrollment, to conduct themselves properly in class.  Such proper behavior includes academic honesty, civility, and respect for others and private property.  Please refer to the Student Handbook portion of the catalog for further information.


	XI.
	Computer Skills:

	
	Content and/or assignments for this course may require the use of computers, media equipment, or access to the Internet.  If you believe you might lack the technical skills necessary to succeed in the class, advise the instructor immediately.  In consultation with the instructor you may consider exploring one of the following options:  the eLearning lab, library resources, the Reading and Writing Center, or taking a computer class for credit.
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